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IMC-AESOP

ArchitecturE for Service-Oriented Process - Monitoring and Control

MC-AESOP will (i) develop a Sy . {S-0-5) app for M and Control based
on Servi d Archii (SoA) for Very Largo Scale Distributed Systems in Process Control
Applications (up to tens of thousands of smart devices) and (ii) prop & migration path from
legacy sy next g tion SoA based SCADWCS ¥ and an i e that

will be the perfect legacy sys!em from the integration viewpoint in 20 years from now.

KEYWORDS: Service-oriented Process Monitoring and Control, Next Generation
SCADA/DCS, Very large scale distributed systems, SoA-Ready System of Systems

At a Glance: IMC-AESOP

ArchitecturE for Service-Oviented Process
Monitoring and Control

Project Coordinator
Name: Prof. Armando Walter Colombo

Main Objectwes
IMC-AESOP i a Serv d Architect.
approach for mombnnng and control of very large scale
Process Control Systems (batch and
continuous  process  applcations). IMC-AES0P
Large process indusiry sysiems are a Bag
complex (potentially very Iarge} sel of for nex:

iﬂquenﬂr] multi-di Y. g of

istrit SCADADCS
systems that function as a complex SYSImS largeing
system of which the o are

themselves systems, i.e. 5-0-5.

Electric The future "Parfect Plant’ will enable
Email: Armands colombofide schneider- monitoring and control flow i
glectric.com; awcolomboi@et-inf fho-emden de way. As such the different systems mcluqu SCADNDCS
Project web site: www ime-sesop sy will be part of a distrib where
:an df\nnm]:aliy be duconnd added or removed, and
Partners: Schneider Eleciric ¥ ¥ g and collab This
GmbH APS Europaisch layer and 55 jion will be

Centrum  fiir Mechab'amk (Germany),

Center GmbH (Germany), FluidHouse Oy
(Finfand), Honeywedl spol. o ro. (Crech

driven by business needs and enable future factories to
fulfil the set of Maier's criteria. To achieve this vision, IMC-
AESCP win have to dlal umh kuy challenges such as

Republic), institut fir A tion und
Kommunikation eV G )

Laughbomug:rf University fu'.-(), Luled
. Tech o )

P 2 arld g o of the service-

iented co -t web services.
int bility. plug and play. self-adaptation, reliability.
enerqy@wammss high-level eross-layer integration and

r'* den), Midroc jon (Sweden),
Pontecmco di Milana (italy), Prodatec Oy
(Fintand), SAP AG (

g and -mar
The SoA- band appmw:h proposed by IMC-AESOF can,
on one hand, simplify the integration of monitoring and
control systems on application layer. On the other hand,

Electric industnies SAS (France), Tampere
University of Technolegy (Finland),
Honeywell Oy rFJnilrla‘), University of
Applied Scit Leer (G

Duration: 30 months

Start: 2010.09.01

Total Cost: € 7,262.331

EC Contribution: € 4.493.5902
Contract Number: INFSO-ICT- 258652

the ing technologies that are already known fo
control engineers could also simplify the inclusion of or
migration from existing sclutions and the integration of the
next goniranon SCADA and DCS systems at network
Layer. A thods and tools are being
investigated and hlghllghls on the domain’s future will be
provided by research and academic partners.

IMC-AESOP will the ication feasibilty in
pilots, based on lworld § ial use cases provid
from several end-users. The IMC-AESOP parinership
among important ICT stakeholders of the industrial value
chain 1= a key aspect of the project :hat aliows foresesing

2

to badies.

Y e
COOPERATen SN Sy e
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Technical Approach

IMC -AESOP envisions a SoA—based SCADADCS
that layer service-

onented not only at hor: level,

e.g. among cooperating devices and systems, but

also at vertical level between systems located at

different levels of an onwrprrn aichnlu:iun The

major tific and h jecti of the
PP h behind that infr.

»  Proposs a sfﬂwmmems apprwun ':

g a

control based on Senvce-Orented Architechure

TR T

IMCAESOP Conoece. Far relem
Towance a

»  vestigate how "oep In Me entemprse arhilactre
15 possioie 10 50 whn SOAT I It featible to get SoA
3t the device level MEISe process control ICOPST
How Is the percentage of devices thal can
Mﬁmmmmmmm

*  Buld 3 foundation for preciciive performance of
SUEN SoA SMCRtRCtUre Dases on a farmal approacn
43 event based sysiems

> Propese a ransiton path ffom legacy systems (e.g.
2 20-year cid Maching) 1o 3 S0A Compiiant system.

»  Propose 3 ansiion path Trom e new SoA-Dased
SCADA a7d DCS 10 b2 an acequate legacy system
N e next 20 years.

IMC-AESOP will not only design and implement

> The very large spread In cevice and system
performance requirements I'DQI'HM w9 rupom
tme,  power  consumption,
bangwidin.

= Legacy compatibiity (20 years oid syssems have Io
nmwaummooemsmems

WI;en using IMC-AESOP to address those issues.
benefits are exp

> Proadive baen ancor process  utmaten
monitaring and cortrol SyStems: they are abie lo
expose Mew functionalilies as Services.

> Cpen balch and/or process automation MONRBAng
and control senvices that can be accessad by any
Nﬂ!:oi em of Ihe enterprise architecture able lo
cak

> Proasive baen anmor  process  automaton
monitaring and control Systems: they are abe 1D
compose, aggregate andior orchesirate senvices
exposed Dy Memsenves and from other devices In
order 10 generate new ditributed SCADA and DCS
funclions (3150 exposed 38 “Senvices)

»  Proactive bDalth ancior process  automanon
monitanng and conlrol SyEtems at Iné shop ficor,
which are interoperabie with ScA-Dased SySIems of
e upper kevels of INe enterprise architecture (g
integrazng ERP and MES with e SCADA and
DCS)

Impact and Synergies
The IMC-AESOP project 'rs looking  at

specification,
distrbuted networked SCADNDCS srsnems in
devices and by applying the

SoA paradigm. As a mafter of fact. Service-
criented Process Menitoring and Control as part
of SCADN‘DCS systems heavily depends on the
i of bedded

wh»c!l is expected to grow reaching the e50€| Bn in
2020 The results of IMC-AESOP will have a deep
impact in that grow, expanding the potential
apphcabdity also to other domains lke Epergy
Management. Logistics, Manufacturing. et
Under this light the impact that IMC-AESOP would
achieve might be significant and cross-domain,
enabling Eurcpe as a technology leader in
Service-Oriented Process Monitoring and Control
with strong synergies to the world-wide trend into

this visionary infrastruciure. but will also
the appiicab ibiity in industrial

pilots.
Key Issues and Benefits

The application domain of process control
systems composed of very large numbers of
systcrns poses several key issues:
Disrbuted monitoring and control of very lange scaie
systems (tens of Mousands of Interconnected
devices are encountered In 3 single plant) enabiing
plant efficiency control, prou.la quaity coniroi and

production q
» Ammmmmw:mmmwngl
furclicnanty dug 10 CONBPUCUEY changing and
m bushess requirements.

»  IMtegraton of exsting devices which generaltes tre
data and Information NEcESEary for the musitude of
piant  funcionaites e plant  operation,

Dusiness and
L& 5-0-5 Infegration, apération and evolution.

System-of-Sy (S-0-S)E g-

For more Emal armando col fBIe JCHNSIOS-SIBCING SO, IWE0IDS 801 RG-SR I8
2011 The IMC-AESOP Al aner rep nignts reserved.
T T
Fabruary 2011
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IMC-AESOP Objectives

» Propose a system-of-systems approach for monitoring and control based
on Service-Oriented Architecture (SOA) for very large scale distributed
systems in Process Control applications (up to tens of thousands of
devices).

> Investigate how large is the percentage of all devices that reliably can be
incorporated in the SOA architecture, i.e. how “deep” we can go with SOA?
Are we able to get SOA at the device level inside process control loops?

(FP7) Theme ICT - Information and Communication Technologies

» Build a foundation for predictive performance of such SOA architecture
based on a formal approach to event based systems.
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for Service-Oriented Process - Monitoring and Control

» Propose a transition path from legacy systems (e.g. a 20 years old
machine) to a SOA compliant system.

» Propose a transition path from the new SOA-based SCADA and DCS to be
an adequate legacy system in the next 5-10 years.

PPR 2nd Release and WP8 (Management)

Prof. Dr.-Ing. Armando W. Colombo, Project Coordinator / Schneider Electric Automation GmbH 2
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IMC-AESOP The most challenging scientific/technological aspects

» Robust and predictable SOA based control and monitoring framework for
system wide real time, flexible and autonomous multi purpose utilization of
very large numbers of sensors and actuator devices. Achieved through:

R/

% Formal based high level modeling and SW generation approaches for event
based system control and monitoring, supporting runtime analysis

% Methodologies (and tools) allowing such SOA framework on low resources
(cheap) devices

» Migration technologies for SOA framework integration to legacy system
enabling. Achieved through:

R/

% Encapsulation of scan-based oriented subsystem processing in event based
system processing

% Interfacing of event based subsystem processing to scan-based system
processing

|
PPR 2nd Release and WP8 (Management)
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IMC-AESOP
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IMC-AESOP Vision

ERP, CRM,... .
- Ubiquitous
HMis

Next Generation
SCADA/DCS Systems

Cloud -~
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GW / Mediators

——

arvices for Legacy Devices

Device

PPR 2nd Release and WP8 (Management)
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IMC-AESOP Vision

Service

7
U = B Service

2 Smart Embedded Production
vgmeermg Toy \ Device / \ Execution / CI O u d
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High-order Services and Tools
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Lifter
Factory Shop-floor

S: Service

@ Service Orchestration/Composition

PPR 2nd Release and WP8 (Management)
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IMC-AESOP Vision

Service

I
5
5
U]
=
2
8
S
e
>
<
.0
=
(8]
@
(]
-
o)
9
@
c
e
O
n
o
8
IS
o
S
O
=
L
=
o
kS
=

Oriented Process - Monitoring and Control
ICT - Information and Communication Technologies

Service Bus

I Composite / Orchestrated Services

[
PPR 2nd Release and WP8 (Management)
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IMC-AESOP VISIOI’]

/ | / SCADA e\ :

r: Armando Walter Colombo | Schneider Electric Automation GmbH
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vice-Oriented Process - Monitoring and Control
Theme ICT - Information and Communication Technologies

/ControI‘J.q;I;e_;lm,kj.ng\\ —lovoll S _..;;_;_,.
/ Sensor/Actwetors \{ - ———p i
'Mlgratlon Path m,
Process Level 0,
Current Implemented Systems Next Generation
Legacy SoA-based System

B System’s property/characteristic to be migrated to SoA
Inter-dependencies among migration paths due to architectural
and functional relationships between system’s characteristics.

|
PPR 2nd Release and WP8 (Management)

Prof. Dr.-Ing. Armando W. Colombo, Project Coordinator / Schneider Electric Automation GmbH 9
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IMC-AESOP

Use Cases — Listening to “Customers” and Potential Users of Project Results

1. Isolation aspect with long time view

A part of the plant has to be time resistant in order to
be architecturally and functionally connectable
(this feature is called “future compatible” with
new coming “emerging technology /
components”).

This can be realized through:

»  Description of a plant / plant-section as Web
Services-compliant  (Architecture). Functions
exposed as Web Services.

»  SW implementation of a gateway or mediator.

Migration of legacy
‘systems

Building completely new
systems
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formation and Communication Technologies

53
= %
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Engineering
Control
Monit‘or.’il'i__g
‘Maintenance

2. Building a “New Generation” plant
(prototype or simulation)

A full plant or plant-section may be built with
AESOP-compliant technology.

Tasks
dedicated

LKAB
FluidHouse
Customers of

3. SCADA-DCS functions (aspects) as Services

Aspects will be specified and deployed into a pilot
plant built as described above. This might be
applicable to, e.g. Asset Management.

Use case
raised by:

PPR 2nd Release and WP8 (Management)
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Proaress beyond the State-of-the-Art

2"d EU Consultation/Review Meeting

IMC-AESOP

State-of-the-Art Perspectives

Prague, Czech Republic, 227d-234 November 2011

Proaress beyond the State-of-the-Art

End-User Dimension

Based on the SOA approach supported
by standard-based and formal-based
software design methods, the AESOP
project will define architectures,
technologies and migration strategies
and tools suitable for addressing
seamless and timely integration of data
and information from subsystemsand
devices.

Altogether, this will open for large
improvements in the flexibility of
monitoring and control of very large
systems. Thus making it economically
and man power-wisely possible to
address knowledge improvement
possibilities regarding product and
production quality as well as e.g.
energy usage optimization.

PPR 2nd Release and WP8 (Management)
Prof. Dr.-Ing. Armando W. Colombo, Project Coordinator / Schneider Electric Automation GmbH

Supplier Dimension

The AESOP project will define SOA
architecture for monitoring and control
of very large systems. With support
from formal-based and standard
technology tools the technology limits
for SOA on subsystems and devices
will be investigated regarding real-time,
event aggregation and filtering, event-
driven mechanisms etc. It will be
possible to demonstrate and,
subsequently, provide business
concepts which costs will effectively
address end-users desires.

1)3?:5

Business

ve

Progress beyond the State-of-
the-Art.
Tools and Technology Dimension

The AESOP project will investigate
and introduce formal-based
technologies, thus open for
automated verification of code
functionality and guaranteed real-
time performance, making code
generation, debugging and
verification more economical.

Yield, quality, efficiency

L

12

perspect

=
W =
¥ =
~

Global Enterprise control.
Conlrol based on'energy. CO2. quality, waste,
“Production on order not to stock

\

Seamless cooperation.

System of systems
Integration -

Devices

W

Base technology

Basic technology Supplier perspective  End User

and tool
perspective

© 2011 The IMC-AESORP consortium. All disclosure and/or reproduction rights reserved
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System of system orchestration, simulation,
Integration and tools
\ Interoperablliity and Adaptive

2
9 S s
¥ System & Device architectures.

= Q S0A, Self config.. Low power,

Wireless, Context aware, Plug &Play,

Q
§ A

Mew tools and technologies.
S0A technologies. Event driven
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2 IMC-AESOP Impact and Synergies (i)
o = - . -
%éé Sqpeeiise) [Pt ISiee) [0 How IMC-AESOP will contribute
g§§ Work Programme
§§§ Strengthened SOA process automation systems, services and devices
§ ég f:ompetitiveness of 'Fhe _resul_ting from the project Will provide more distributed
£E% industry supplying intelligence both at the device level and at the system (DCS /
§ §§, monitoring and control SCADA) level of the monitoring and control systems. It will
ﬁéé systems through next result in more system functionality and more device
852 generation process autonomy. Better resilience and reliability will be provided
gég automation products by dynamic characteristics of Web Services (plug & play),
gu_gg that are superior in and by automatic service replacement by a similar service,
'g'gg terms of functionality, when a service becomes unavailable.
R accuracy, dynamic
- range, autonomy,

reliability and resilience.

Higher energy efficiency and | Higher energy efficiency and reduction of resource use in

reduction of waste and manufacturing and processing plants is one of the
of resource use in dedicated objectives that will be investigated through the
manufacturing and use case 3.

processing plants. SOA paradigm is a very good candidate for efficient use of

resource, by its adaptability to process conditions, as for
example the use of event-driven communications providing
an exact communication image of the monitored process
(no communication if nothing happens in the process).

PPR 2nd Release and WP8 (Management)

Prof. Dr.-Ing. Armando W. Colombo, Project Coordinator / Schneider Electric Automation GmbH 12
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IMC-AESOP Impact and Synergies (ii)

Expected impact listed in

How IMC-AESOP will contribute
Work Programme

Improved ease-of-use and | Ease of use for non-experts, at all steps of the process control

simplified operation and application life cycle, will be provided thanks to implemented
maintenance of Web services with plug-and-play mechanisms. The provided
monitoring and control tools will automatically detect devices and their embedded

services. They will also propose several filtered and aggregated

systems, also for non- _ : _
views of them, helping the user to monitor and/or manage the

Theme ICT - Information and Communication Technologies
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rvice-Oriented Process - Monitoring and Control

EXperts. selected sub-group of devices or services, without needing to
have a deep knowledge of underlying protocols and application
iImplementations, while keeping the possibility to access any low
level information.

Reinforced European inter- Several WP will reinforcethe collaboration among partners regarding:
disciplinary excellence in | » control and systems engineering, modelling and simulation tools,
control and systems mainly through WP4, 5 and 6 addressing the migration, tools and
engineering and application parts of the project

» real-time implementations and communication networks
(including large scale systems over IPv6 networks), through WP2
and 3 addressing the architecture and core technology parts of
the project

This cooperation will provide real applicable solutions to the “Web of
Objects” concept.

wireless sensor (and Moreover, the international cooperation will be re-enforced through
actuator) networks and the IIAB.

cooBerating ob'lects.

associated modelling
and simulation tools as
well as in real-time
computing,
communications,

PPR 2nd Release and WP8 (Management)
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IMC-AESOP Project Structure and Work Plan (i)
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